Finger print Matching Algorithm using String-Based MHC Detector Set

Jae-Won Jeong, In-Hun Jang, and Kwee-Bo Sim
School of Electrical and Electronics Engineering, Chung-Ang University
221, Heukseok-Dong, Dongjak-Ku, Seoul 156-756, KOREA

E-mail: kbsim@cau.ac.kr

Abstract — Finger prints have been widely used in the
biometric authentication because of its performance,
uniqueness and universality. Lately, the speed of
identification becomes a very important point in the
fingerprint-based security applications. Also, the
reliability still remains the main issue in the
fingerprint identification. In this paper, we propose
the fast and reliable finger print matching algorithm
based on the process of the ‘'self-nonsdf
discrimination in the biological immune system. The
proposed algorithm is organized by two-matching
stage. The 1st matching stage does the matching
process by the use of the self-space and MHC
detector string set that are generated from the
information of the minutiae and the values of the
directional field. Then the 2nd matching stage is
made based on the local-structure of the minutiae.
The proposed matching algorithm can reduce
matching time while the reliability of the matching
algorithm ismaintained.

|. INTRODUCTION

Biometric is a technology for person identification by
the use of the extracted his(or her) physiological or
behavioral characteristics[1]. Fingerprint, face, iris,
retina, hand vein, signature, voice print are called as a
‘biometric identifier' and are used in the biometric
technologies[2]. Conventional identification systems
such as magnetic card, password, user ID are rely on
possessions or special knowledge[3]. However, these
identification systems can easily fooled relatively and
cannot ensure that the authorized person is the reliable
user[3]. When using the password or user 1D, the user
may remember the certain password or ID to authorize.
Also, the user must possesses the correct item for using
the system based on a card or a key. On the contrary,
biometrics can offer more reliable personal
identification by the property of using the biometric
identifiers. Also, biometrics do not need any
possessions or special knowledge for personal
identification.  Therefore, the biometrics are
highlightened as new personal identification methods
instead of conventional identification methods.

Fingerprint is one of the biometric identifiers that is a
collection of a flow by ridges and valleys of the outer

layer of the finger skin. As a biometric identifier,
fingerprint has the advantages than other biometric
identifiers as face, iris, hand vein...etc for the
comparison  index that are composed  of
uniqueness(distinctiveness), permanence and
performance[1][2][4]. So the fingerprint identification is
the most widely used biometric technology in the field
of the security applications[2][4]. Now most of the
fingerprint matching and identification are achieved
based on the data of the minutiae that are extracted from
the fingerprint image[2]. Fingerprint matching
algorithms based on the aligning fingerprint image pairs
gain good performance in the identification in spite of
noisy fingerprint images. However, these matching
methods are a computationally intensive task[5]. For
this reason, alignment-based matching methods have
difficulties to get more fast matching time[6].

In this paper, we propose a fast and reliable fingerprint
matching algorithm that is inspired by the MHC protein
recognition in the process of the ‘self-nonself’
discrimination of the biological immune system[ 7]. The
modeling of the 'self-nonsdf' discrimination is made by
the distribution of the minutiae and the local ridge
orientations. Also, our proposed algorithm considersthe
topological structures of minutiae for the robust
fingerprint matching against translation and rotation.

Il. IMMUNE SYSTEM AND MHC PART FOR SELF-
RECOGNITION

Biological immune system (BIS) is the 2nd defensive
system of the creatures that defenses the self against
foreign invaders (antigen) such as a bacterium, avirus...
etc. BIS has the property of the distributed autonomous
system and the ability of learning, memorize the
information about the antigen [8]. Also, BIS eliminate
the antigen through the 'self-nonself' discrimination [9].
These characteristics of the BIS are artificialy
represented for the industrial application. We refer to
the artificial modeling of the BIS as the artificia
immune system (AlS).

A function of BISisaccomplished by the operation of
B-cell and T-cell. B-cell secrete antibodies to eliminate
antigens. Tcell is classified into three classes [10]:
helper T-cell, cytotoxic T-cell, and suppressor T-cell.
Cytotoxic T-cell recognizes infected cells by antigens



and killsinfected cells. It has two recognition parts. The
MHC recognition part recognizes the MHC protein that
tells whether a cell is self cell or not. Also antigen
recognition part recognizes the foreign invaders as an
antigen. In this paper, the modeling of the MHC
recognition part is made based on the minutiae and the
directional field of the fingerprint image, and is applied
to the fingerprint matching.

1. MINUTIAE EXTRACTION FOR FINGERPRINT
IDENTIFICATION

The minutiae based on the topological structure of the
ridge are useful characteristics for the fingerprint
identification. The ANSI (American National Standards
Institute) classifies the minutiae into four kinds: ridge
ending, ridge bifurcation, crossover, and undetermined
[11]. Fig. 1 shows the examples of the ridge ending and

ridge bifurcation. ) ‘ E
i
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Fig. 1. Ridge ending and ridge bifurcation.

Among them, ridge ending and ridge bifurcation are
mainly used to match and identify the fingerprints [11].
There are two kinds of the minutiae extraction from the
fingerprint image: binarization-based method and direct
gray-scale extraction method [2]. In this paper, we use
ridge ending and ridge bifurcation that are extracted by
the binarization-based method that binarizes the image
and then skeletonizes the image for the extraction of the
minutiae for the fingerprint identification.

IV. FINGERPRINT MATCHINGALGORITHM USING THE
STRING-BASED MHC DETECTOR SET

Fingerprint matching process that makes comparison
between input fingerprint image and template
fingerprint images and makes a decision of the
authentication. In this paper, we propose the fast and
robust fingerprint matching algorithm based on the self-
recognition model of the artificial immune system. The
existing fingerprint matching algorithms based on the
minutiae of the fingerprint uses all of the minutiaein the
template fingerprint images and in the input fingerprint
image for the fingerprint matching. In contrast to the
existing methods, proposed matching algorithm in this
paper do the 1st matching stage by the use of the self-
space that is constructed by the distribution of the
minutiae and the directional field of the template
fingerprint image and the MHC recognition part that is

constructed from the self-space of the input fingerprint
image. The 1st matching stage reduces the candidate set
of the template images that are used in the 2nd matching
stage by the matching scores of the 1st matching stage.
Also 2nd matching stage is accomplished by the local
structure of the minutiae within the matched area in the
1st matching stage to decide whether they are matched
or not. First and 2nd matching stages can reduce the
number of he template images and the minutiae to
enhance the matching time.

In the 1st matching stage, the algorithm divides the
input fingerprint image into the block of size 16x16
pixels. Each block is expressed by the binary numbers
and six bits are allocated to each block. Repeat this
process to whole divided blocks in the fingerprint image,
and then the set of the binary strings are made to
organize the self-space. Fig. 2 illustrates the
construction of the self-space string set.

Extracted minutiaefrom  Estimated directional field

Set of the binary strings:
the fingerprint image from the fingerprint image Self-space

0000000000001000
0000000000010000
0001000000000000
1000000001110001
0010100000000001

5000000000000011
0000001000000000
0100010000000000
0000100011110001
0000011000001000

0010000011100000
One block is 1010001100000000
represented 0000001001000001
by 6 bits 0000000000001000

L=t e-T:T:]

Fig. 2. Construction of the self-space from the
fingerprint image.

Table. 1 shows the decision condition of the values of
the 6bits that are assigned to each block. Left 2 bits
represents whether the minutiae is exist in the block or
not. Also, right four bits represents the value of the
directional field in the block.

Conditions of the left 2 bits

Bits Conditions

00 No minutia exists in the block

01 One end-point existsin the block

10 One bifurcation exists in the block
11 At least two minutiae in the block

Conditions of theright 4 bits

Bits Value of the Angle Bits Value of the Angle
directional field directional field

0000 0 Q° 1111 4 90°

0001 1 22.5 1110 5 112.5°

0011 2 45 1100 6 1350

0111 3 67.5 1000 7 157.5°

Table. 1. The decision condition of the value of 6 bits
that are assigned to each block.



From the strings that form the 'self-space’, bits (the
length of bits are arbitrarily selected) are extracted from
the center of the binary strings of the * self-space’ , then
the extracted bit strings organize the MHC detector set
that is composed of the N MHC detector strings of bits
long.

MHC detector set that is generated from the input
fingerprint image is matched to the binary string set of
the * self-space’ that is generated from the template
fingerprint image (the size of the ‘ self-space’ of the
template fingerprint image is the same as the size of the
‘ sdf-space’ of the input fingerprint image). One of the
MHC detector string in the MHC detector set is
matched to the binary string of the ‘ self-space’ of the
template fingerprint image by the process that is shown
inFig. 3, and then the algorithm finds the position of the
best matching score. Also, the score of the each detector
about one of the template imagesis added up, and those
total scores are compared to find the template images
with relatively high matching score. These template
images that have high matching scores in the 1st
matching stage are selected and 2nd matching stage is
applied to the selected template images in the 1st
matching stage.

Self-space from the
Template Image
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Fig. 3. MHC detector set from the input fingerprint
image is matched to the self-space of the template.

4.1 Detector testing algorithm

However, by the characteristics of the bit-pattern
matching and the matching process in Fig.3, the
possibility that the MHC detector from the input
fingerprint image is matched in the ‘unexpected
position of the self-space from the template fingerprint
image cannot be neglected. So the additional process
that is showed in the next is applied for the correction of
this problem.

[Step 1] When the processin Fig. 5 isfinished, calculate
the PD(i) for each MHC detector by Eq. (1). PD(i)
means that the difference of the best-scored matching
position between the self-space and MHC detector.

PD(i) =j —i (1)

ii =0, 1, %, N-1) indicates the row number of the
MHC detector, and j is the row number of the self -space.
N isthe total nunber of the MHC detector string.

[Step 2] Use the PD(i) that are calculated in Step 1 to
evaluate the PD ,, by the following Eq. (2).

¢

[Step 3] Using PD(i) and PD ,, calculate the diff(i) for
each MHC detector by Eq. (3). i isthe row number of
the MHC detector.

diff(i) = PD (i) ~PDay A3)

If |diff(i)| >B (B isthe boundary value that is decided by
empirical results), the matching score of that MHC
detector is set to zero and that detector is excluded from
the matching process. Else the matching score of that
MHC detector remains unchanged and applies to the
matching process.

The number of [ template images that are selected
by the matching score of the 1st matching stage are
used to the 2nd matching stage to reduce the matching
time. In the process of the 1st matching stage to match
the self-space from the template images with the MHC
detector set from the input fingerprint image, for the
matched position of the MHC detector and selected self-
space in the 1st matching stage with the best score, the
algorithm generates the local structure that is composed
of the minutiae in the input and template fingerprint
images. Also the local structure considers the minutiae
in the matched blocks as a center point. Then the
proposed algorithm does the 2nd stage matching toward
the constructed local structures [12][13].

One of the MHC set string from the
Template Image

One of the MHC detector set in
the Test(input) image
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Fig. 4. The 2nd matching stage that is based on the local
structure of the two neighborhood points and the
parameters of the local structure



Fig. 4 shows the process of the 2nd matching stage
based on the local structure and the form of the local
structure that have two neighborhood points. The
parameters of the local structure in the 2nd stage are
invariant against rotation and translation. So using the
local structure in the 2nd matching stage guarantees the
robust fingerprint matching against translation, rotation,
and other transformations of the fingerprint image. The
matching scores of the 2nd matching stage are
compared to find the template image that have the best
2nd matching score, and the algorithm regards that as
the authenticated fingerprint image.

V. EXPERIMENTAL RESULTS

In our experiments, we used the fingerprint image of
size 288 (wid)x320 (hgt) pixels that is scaned from the
optical fingerprint sensor with 500 DPI. We assume that
the fingerprint images in the experiments are aligned.
To apply the 1st matching stage of the proposed
algorithm in this paper, fingerprint image is divided into
the block of size 16x16 pixels, and the fingerprint image
has total of 18 (row)x20 (column) blocks. Then the
most outer blocks in the fingerprint image are excluded
from the process, and self-space is made of 18 binary
strings. Each binary string has a length of 96 bits (16
blocks). 10 MHC detector strings(N=10) are made from
the self-space of the input fingerprint image, and each
MHC detector has alength of 72 bits.

The local structures of the minutiae are used in the
2nd matching stage. Each local structure is constructed
by the center minutia that exists in the matched position
and two neighborhood minutiae that are more closer to
the center minutia than others. The parameters of the
local structureis showed in table. 2[12].

Table. 2. The parameters of the local structure.

Ty_pes_of Parameters
minutia
Center minutia | YPESOF | end-point or
minutia | bifurcation
typesof | end-point or
minutia | bifurcation
distance
2 2
to the d\/dx +dy
. center X=X, - X
Nelghbor_hood minutia | = Yo - Ye
minutia
_. dy
. g =tan'—--dq,
relative dx
angle q.isthe angle of the
center minutia

Total of 1000 fingerprint images are used in the
experiments. IT is a number of selected template
images that have high matching scores in the 1st
matching stage. Experimental resultsare shownin table.
3.

Table. 3. First and 2nd matching results by the change
of the parameter * 17’

nd
e [y et Tl I the?
i . matching stage:
matching stage: .
The percentage that Thefinal
iy b f = identification rate that
the result includes the _ . :
roper template the input image is
° image.(%) authenticated
e properly. (%)
1 91.0 91.0
2 97 99.7

V|. CONCLUSION

In this paper, we suggested the fingerprint matching
algorithm based on the self-recognition model by the
MHC recognition part of the cytotoxic T-cell from the
biological immune system. 1st stage matching is
obtained by the use of the 'self-space’ of the template
and the MHC detector set of the input fingerprint image.
Also this process reduces the candidate set of the
minutiae and the template images that are used to the
2nd matching stage for the fast matching. In the 2nd
matching stage, MHC detector string that is matched to
the binary string of the 'self-space’ of the template is
used to construct the local structure which regards the
minutia in the matched MHC detector as the center
minutia. The parameters of the constructed local
structure are invariant against rotation and translation of
the fingerprint image, and these parameters of the local
structure is used to the 2nd stage matching for an
improvement of the reliability in the matching process.

Future works are the elevation of the identification
rate, and the comparison of our algorithm with the other
algorithm for more fast and reliable fingerprint
identification system.
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